Security Vulnerability Report
Use the applicable section for each finding. Replace bracketed text with verified details and attach the relevant evidence.
Web Application Vulnerability
Finding: [SQL Injection in affected feature or endpoint]
Severity: [Select one: Critical / High / Medium / Low]
Basic Information
Domain: [Affected domain]
Backend API endpoint: [HTTP method and path]
Affected scope and impact: [Affected assets, users and demonstrated impact]
Sensitive data affected: [Data type and estimated volume with units; Unknown or N/A if appropriate]
Vulnerability Details
Affected URL: [Full URL, including the affected path and relevant parameters]
1. Describe how to navigate to the affected feature.
2. Include a screenshot with the relevant control or feature highlighted.
3. Explain how the vulnerability was discovered.
4. Describe the test approach, prerequisites, inputs and observed results.
5. Provide numbered reproduction steps and evidence of the relevant requests and responses.
Proof of Concept
Request format example only. Replace it with the request that demonstrates the vulnerability, including relevant parameters, headers and any request body.
GET /api/admin/UserInfo HTTP/1.1
Host: example.com
Accept-Encoding: gzip, deflate, br
Accept: */*
Accept-Language: en-US,en;q=0.9
[Insert the relevant response and an annotated screenshot. Redact credentials, session tokens and personal data.]
[image: ]
Remediation Recommendations
[Describe the fix for the confirmed root cause, any temporary mitigation, and how to verify the fix.]
Operating System and Component Vulnerability
Use this section for an affected operating system, service or software component.
Finding: [Remote Code Execution (RCE) in affected component]
Severity: [Select one: Critical / High / Medium / Low]
Basic Information
Component name: [Affected component]
Affected API endpoint: [HTTP method and path, if applicable]
OS and application versions: [OS name and version; application/component version and build]
Affected scope and impact: [Affected systems and demonstrated impact]
Vulnerability Details
Affected URL or service: [Full URL, host or service, as applicable]
1. Describe how to access the affected feature or service, including any required privileges.
2. Include a screenshot with the relevant control or feature highlighted, if applicable.
3. Explain how the vulnerability was discovered.
4. Describe the test environment, prerequisites, inputs and observed results.
5. Provide numbered reproduction steps and evidence of the relevant traffic or command output.
Proof of Concept
For an HTTP-based finding, replace the format example below with the actual request. Otherwise, replace it with the command or script used to reproduce the vulnerability.
GET /api/admin/UserInfo HTTP/1.1
Host: example.com
Accept-Encoding: gzip, deflate, br
Accept: */*
Accept-Language: en-US,en;q=0.9
[Insert the relevant response or command output and an annotated screenshot. Redact credentials, session tokens and personal data.]
[image: ]
Remediation Recommendations
[Describe the fix for the confirmed root cause, such as a corrected version or required code or configuration change. Include any temporary mitigation and the steps needed to verify the fix.]
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Pretty ¥ Raw Hex  Markinfo _ \n = Pretty Raw Hex Render Collectinfo  OneScan _ \n =
1 GET /getconfig/sodar?sv=200&tid=00s&tv=2489&st=cr_env&sjk=1i-Fdaqr938iWvroPhPK2gAQ 1 HTTP/2 200 OK
HTTP/1.1 A 2 P3p: policyref="https://www.googleadservices.com/pagead/p3p.xml", CP="NOI DEV PSA PSD
2 Host: epl.adtrafficquality.googte IVA IVD OTP OUR OTR IND OTC"
3 Pragma: no-cache 3 Timing-Allow-Origin: x*
4 Cache-Control: no-cache 4 Cross-0rigin-Resource-Policy: cross—origin
5 Sec-Ch-Ua-Platform: "mac0S" 5 Access-Control-Allow-0rigin: *
6 User—Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, 6 Content-Type: application/json; charset=UTF-8
like Gecko) Chrome/150.0.0.0 Safari/537.36 7 X-Content-Type-Options: nosniff
7 Sec-Ch-Ua: "Not;A=Brand";v="8", "Chromium";v="150", "Google Chrome";v="150" 8 Content-Disposition: attachment; filename="f.txt"
8 Sec-Ch-Ua-Mobile: ?70 9 Date: Mon, 20 Jul 2026 08:51:26 GMT
9 Accept: */x 10 Server: cafe
10 Origin: https://www.google.com 11 Content-Length: 9954
11 Sec-Fetch-Site: cross-site 12 X-Xss—Protection: @
12 Sec-Fetch-Mode: cors 13 Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000
13 Sec-Fetch-Dest: empty 14
14 Referer: https://www.google.com/ 15 {
15 Accept-Encoding: gzip, deflate, br "'sodar_query_id":"juFdav6KK-WI3NMP6ub4iAc",
16 Accept-Language: zh-CN,zh;q=0.9 "injector_basename":"sodar2",
17 Priority: u=l, i '"'bg_hash_basename" : " zUiFwVyYBZ5NSiL LLR403wluKM8@8dcrcjyqbowtT84",
18 Connection: keep-alive "bg_binary":
19 ""HheG90zCymE/wqcI4e19egEJyxB3jRhdYANTVQOCtxnrsIAo4bM52LA1fz1M+BF4ibRbW8aL9 1kxK7w5B663N
20 eG8wyFeGd3IBZYzW8irrodLP7i8TXVoYVWg5tM5eIal404iIrqg3Cy1C/k/+zXwEebe5XwokQbY/1P2fv3Tss2
rP1txVftgXHIMbC6Ka38mndg@mNDIE8Te 1Iksv4zM6BziaaFOmp9jV2p@@AcMDVP59D9j GygZXwn@QXfCj rwdF
ZT3N8hDwW1X00KV518bWgSNgvz fmiKR7LB/XIjsghzJfILRER20+t1ZnBPcbiidMhS2S1f7zm3IrvVGAZMoRuJ
eq+s1iG21FaQpklghuApvwVA13NuBLCUMP29B6953MQYw]j LWtLsXCYXYaa543Dekork7aY@0bTGbnUmF1y2nH2
fzK/bm@imVcUAc/E+ykkxok@hIDNFIrfm9dDp8I8BnQfIgNe9ISVuPT1sGq78h+x1VOkIdYQU7QU4f9I9SPudU/
iVGLTC1VpaCIc8Uo8Ad4xjMBLYSqVNFgSz IWt505aF10160mAAb9@3h+KdSyVt8LSphef3RuRhS@yaUCVMUkIQ
PgX3Jxphnil0GdoceCD30i+jYH4tt5NAKLUZTOKexzptviTq9opHjb51hTv7YFzSpFeIk+h@yvt0s/6kn7ahD
CLFdmyZqL2Qs6y1jgkxWmhPPVZdRu9B38LDaf51Y 1tKf035m+kULcRIG+zAgF f4TRq8KK3+QgGU4SELiGYVsvB
hsyF1BkVN04JPEOBA6VIHtZGP4Eu/VdVK+dI3UdxtME4/Unn6+dVaW91XrkPv8D/irFfSB/nvf4cxA5Rzi+vDr
SFxFNN46HGKeGgbNIwnqvyP45HIbPIFPiEvhBwel6EXySXcZ3VpvzhFbXfVHytqtrSysRE/VZgbil0TOheQHXu
JDSZ0r/MgT9D2d3PmA7/ rjto7d7xoK8qVPEXehhCUMXFB1gyzEwBLS72pe7bUpWInonq30Qj TWq9dHgZDeTHDL
qzq5GNVzGTOb67 LRVPt f75NUTirqZvVjSpd2TOX/WLENB1IzGWnszttmpsUQtG/sDIz67NHQMRTUA3TLqz6WIQ
HM5W9tq-+MeD/Z3TOnau/PRcqeylgs@TSigZSSyYdHzttVffOW+cLFArHv7RKX1QZIxI1pdI2RL/BYjUsI7N415
OEh9xeYceRmPkd0J s i@MEN2TwdX36UkoH4nu6C2c5aMz00rKp8050rqpadJYb8gZjwiMQ149C+bY rMH1z 1kUNS
RAriWVhki i /XTHAGNVNI 11GXheXel FKFREZ1axNAndwvTSY /kR11HGAv ThTFw/vM/SF1/RNNDNnA7TF1i iRRkAN1
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